
 

 

 

 

20th August 2021 

 

RE: Recent spate of successful cyber-attacks - please review your security 

posture 

Dear Valued Customer, 

I am writing to you as an existing customer of Softwerx about the recent increase in cyber-

attacks that we are seeing across a range of different industries. 

Much of our customer base has already invested in a best-practice approach toward an 

improved security posture – and we thank you for this - but many we feel may still be 

vulnerable, for example – many do not have even a basic Cyber Essentials certification in 

place. We have recently helped many of our customers avoid, mitigate or recover from 

cyber-attacks, but unfortunately there have been a few that we have not been able to help 

– principally because best-practice controls were not in place or being followed.   

Businesses that are successfully breached are generally losing between £300K and £500K. 

The impact on the business often goes beyond just the immediate financial damage; 

reputational damage can be far more significant and at worse, irrevocable.  

Softwerx is the leading Microsoft Cloud Security specialist in the UK and as the Managing 

Director of Softwerx, my personal mission and our collective mission as a company is to 

help educate, support and protect businesses throughout the UK from cybercrime. We 

especially want to protect our own customers. I have lost count of the number of times in 

recent years where I have had to explain how a breach could have been easily avoided – 

and how or why the ‘horse had already effectively bolted’. 

The upshot of this is that Softwerx is taking the unusual step of offering these three different 

security services to you at no charge. The aim is to help bring you – our customers – up to 

at least, a very basic level of security.  

1. The most basic level of cybersecurity awareness and accreditation is a Cyber Essentials 

certification as endorsed by the UK Government. If your business does not have at the 

very least a basic Cyber Essentials certification in place, you are effectively ‘not at the 

races’. This poses a big risk from our perspective as well as from a supplier, customer, 

business insurance and also a potential hacker’s perspective. For all Softwerx customers 

that wish to engage with Softwerx to achieve a Cyber Essentials accreditation – we will 

pay for the certification. 

 



 

 

2. We are also offering all existing Softwerx Customers a free external Vulnerability Scan 

of their website. Your business will be provided with a comprehensive report showing 

green, amber and red alerts. This can be used either internally to approve funding, or 

externally with your hosting organisation to improve security. We have never run a 

Vulnerability Scan that has not picked up at least a handful of amber vulnerabilities and 

most have one or two major (red) vulnerabilities. 

 

3. Finally, we are offering all our customers a free basic Microsoft Security Assessment 

which is normally charged at a starting price of £1,500. In this expert assessment, you 

will meet with a qualified Microsoft Security Consultant. The consultant will help you 

clarify your current security profile; identify any key weaknesses and make 

recommendations. A recent successful hack that we have seen could have been easily 

avoided where the customer had not properly configured Microsoft MFA and Conditional 

Access, even though they had already paid for them. 

I sincerely hope that you consider these offers and the genuine spirit in which they are 

made. My ambition is to ensure that all Softwerx customers are properly protected. 

Please contact your Softwerx Account Manager if you would like to know more or proceed 

with the above offers. 

Yours sincerely, 

 

 

 

David Smart 

Managing Director 

Softwerx 


