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Terms and definitions

Cyberthreats

Information 
Security

Safeguarding information and 
information systems against 
deliberate and unintentional 
unauthorized access, 
disruption, modification and 
destruction by external or 
internal actors

Information 
Security

Identified efforts directed 
toward access to, exfiltration 
of, manipulation of or 
impairment to the integrity, 
confidentiality, security 
or availability of data, an 
application or a system, 
without authorization

Cyberthreats
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Source: RiskSense, The New Enterprise Security Model, 2016; McKinsey, Repelling the Cyber Attackers, 2015; CEB,  
Threat Landscape and Security Priorities Survey for 2016; CEB, Maximizing the Impact of Cyber Security Investments, 2016.

Key magnifiers of information

Factors that magnify the impact of information risk

Increasing 
Sophistication  

of Threats

Growing  
Attack Surface

Rise in  
Information  

Risk

Third-Party 
Vulnerabilities

Unsecure  
Employee  
Behaviors

1 in 2
breaches are the 
result of unsecure 
employee behavior 
such as inadequate risk 
awareness or training, 
social media use, etc.

8 out of 10
heads of IT say they 
cannot keep pace 
with the increasing 
sophistication of threats 
to information security.

84%
of breaches target 
vulnerabilities prevalent  
in emerging technologies, 
i.e., mobile devices, 
IoT devices and cloud 
services.

41%
of organizations reported 
they sustained a breach 
caused by a third party.
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Top threats to information security

n = 147
Source: Gartner

Q: Which information risk events is your organization most concerned about?
Percentage of all respondents ranking event 1 or 2

Our organization 
being hacked

Operational IT 
failures due to 
poor systems 

integrity or  
other factors

A third  
party losing 

sensitive data

An employee 
accidentally losing 

sensitive data

Malicious  
insiders

Ranked 2

Ranked 1

Other
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Information risk’s enterprisewide impacts

Source: Gartner

Examples of information security failure points and their outcomes
Illustrative

Operational

A denial of service (DoS) attack hinders the firm’s ability  
to meet commercial obligations

Poor Security  
Control Hygiene

Financial

Failure to comply with key regulatory statutes may lead to heavy 
financial penalties and burdensome requests from regulators

Unsecure  
Employee Behavior

Reputational

The disclosure of customers’ personal information may result in 
lost revenue in the short term and erode investor and consumer 
confidence in the long term

Poor Third-Party 
Monitoring

Strategic

The disclosure or theft of intellectual property can delay  
a strategic initiative or undermine competitive advantage

Immature Governance 
Structure

OutcomesCauses

Information  
Risk Event
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ERM’s role in information risk management

ERM’s role in ensuring an effective approach to information risk
Percentage of respondents

Facilitating executive leadership discussions to articulate 
information risk appetite

Reporting information risk status to the senior stakeholders

Vetting the information security capabilities of third parties

Ensuring that the organization’s strategy accounts for
information risk

Creating incident response plans for information risk

Testing information risk mitigation plans and controls

Educating and training employees on information security

Facilitating conversations with stakeholders on the
organization’s response following an information risk event

Conducting tabletop/mock exercises

Designing an information risk assessment

Conducting an information risk assessment

Setting KRIs for information risk

Drafting an enterprisewide information risk framework
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n = 123 – 146
Source: Gartner
Note: Totals may not equal 100% due to rounding.
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Source: Gartner

Where ERM and information security operate

The three lines of defense

Third Line  
of Defense

Provides 
Independent 
Assurance

Internal audit provides the ultimate 
assurance that risks are being 
appropriately managed

Internal 
Audit

First Line  
of Defense

Owns and 
Manages 
Risk

Risk owner responsibilities include:
• Owning and managing risks
• Maintaining effective internal controls
•  Making risk management trade-off 

decisions
Business 

Unit D
Business 

Unit C
Business 

Unit E
Business 

Unit F

IT Business 
Unit A

Business 
Unit B

Second 
Line of 
Defense

Oversee 
Risk

Risk management function 
responsibilities include:
• Supporting management policies
• Defining roles and responsibilities
• Identifying known and emerging risks
• Facilitating risk management practices

HR

Information 
Security

Compliance

ERM

Legal

Privacy
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Key take-aways

•  Top threats to information security originate  
from people- and third-party-based risks.

•  ERM and information security both sit in the second 
line of defense, which creates the foundations to 
partner on information risk management.

•  Translate information risk into terms the business 
understands and cares about to drive effective risk 
management.

•  Promoting a security-first mindset among employees 
is key to curtailing potential information threats.

Source: Gartner
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About Gartner
Gartner, Inc. (NYSE: IT), is the world’s leading research and advisory company and  
a member of the S&P 500. We equip business leaders with indispensable insights, 
advice and tools to achieve their mission-critical priorities today and build the 
successful organizations of tomorrow.

Our unmatched combination of expert-led, practitioner-sourced and data-driven research 
steers clients toward the right decisions on the issues that matter most. We are a trusted 
advisor and objective resource for more than 15,600 organizations in more than 100 
countries — across all major functions, in every industry and enterprise size.

Contact Us
Phone: 1 866 913 8103  
Email: gartnerbusinessleaders@gartner.com 
Web: gartner.com/go/risk 
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